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Amendment 2 
Attachment 07 

OFFEROR RESPONSE WORKSHEET, ACKNOWLEDGEMENTS, AND 
CERTIFICATIONS 

 
Offeror must provide complete responses to each item below. Insert your responses into this worksheet 
directly below each question or prompt. 

I. Indicate the Service Category(ies) Offeror is responding to: 

☒ Category 1: Risk Assessment and Mitigation Services 
☐ Category 2: Incident Response Services 
☐ Category 3: Breach Coach Services 
☐ Category 4: Notification and Credit Monitoring Services 
 

II. OFFEROR INFORMATION 

A. Company’s Full Legal Name: NTT DATA State Health Consulting, LLC. 
B. Primary Business Address: 7950 Legacy Drive, Suite 1100 Plano, TX 75024 
C. Federal Tax Identification Number: 37-1802584 
D. Entity Type: 

☐ Sole Proprietorship 
☐ Partnership 
☒ Limited Liability Company 
☐ Corporation 

E. Artificial Intelligence Disclosure. Was artificial intelligence technology used in the 
development or completion of any portion of this proposal? (Check one of the below.) 

☒ Yes 
☐ No 
 
OFFEROR’S RESPONSE: 

NTT DATA uses proprietary, securely hosted, generative AI capabilities to identify relevant source 
proposal materials, approaches and experience from our large body of current and historical projects. 

 
III. BUSINESS DETAILS 

A. Company Website. Provide a URL for your company’s website. 
 
OFFEROR’S RESPONSE: https://www.nttdata.com/global/en  

 
B. Company History. Provide a brief history of your company, including the year of its founding 

and any material acquisitions or mergers in which it has been involved. 
 
OFFEROR’S RESPONSE: 

NTT DATA State Health Consulting, LLC, (NTT DATA) brings more than 35 years of experience 
providing advisory services to state agencies. The business now known as NTT DATA State Health 
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Consulting was founded in 1987 as Fox Systems and gradually established a national reputation as a 
leading consultancy. The consulting company was acquired by Cognosante Holdings, LLC, in 2010. 
Several years later, this consulting business became known as Cognosante Consulting, LLC, a new 
entity launched in 2016.  
 
In 2019, Cognosante Consulting, LLC, was acquired by the NTT DATA Group and renamed NTT 
DATA State Health Consulting, LLC (NTT DATA). Over the years, NTT DATA has served as a 
trusted partner for state agencies across 49 states, the District of Columbia, and Puerto Rico, providing 
tailored solutions that address the unique challenges faced by these entities. Our expert consultants, 
who have dedicated their careers to working with state agencies, utilize proven methodologies to 
deliver high-quality services in cybersecurity, project management, modular procurement, quality 
assurance, and independent verification and validation (IV&V). 
 
With strong roots as a leading consultancy and backed by extensive corporate resources, NTT DATA 
has the expertise to help government organizations serve the public more intelligently and effectively. 
 
Cybersecurity and Related Experience. In cybersecurity, we audit, assess, and advise on various 
security frameworks and technologies to safeguard data and infrastructure. Our project management 
services ensure timely and budget-conscious project delivery, while our modular procurement 
solutions streamline the acquisition of necessary components and services. Our quality assurance 
processes guarantee that deliverables meet the highest standards, and our IV&V services offer 
objective assessments to enhance project outcomes. 
 
Assessing and mitigating risks is a cornerstone of NTT DATA’s approach in all our projects. Our 
commitment to identifying potential threats and implementing effective mitigation strategies ensures 
the protection of our clients’ assets and the continuity of their operations. Through rigorous risk 
management processes, we provide solutions that address both current and emerging risks, thereby 
enhancing the resilience and security of the organizations we serve. This long-standing focus on risk 
management underscores our dedication to delivering excellence and reliability in every project we 
undertake. 
 
NTT DATA’s comprehensive services empower state governments to optimize operations, improve 
service delivery, and better serve their constituents, making us the partner of choice for public sector 
clients nationwide. 
 
NTT DATA Americas and the NTT DATA Group. NTT DATA State Health Consulting is a wholly 
owned subsidiary of NTT DATA Americas, Inc. NTT DATA Americas has provided IT services in the 
United States for close to 60 years. Incorporated on March 6, 1967, this company is headquartered in 
Plano, Texas.  
 
NTT DATA Americas, in turn, is a U.S. subsidiary of the NTT DATA Group, a global top 10 IT 
services provider with 193,500 employees, including more than 10,000 in the United States. The NTT 
DATA Group is a full-stack IT services provider—one of the few companies able to build, operate, 
maintain, and transform applications and full IT systems in-house through with capabilities that range 
from advisory services to application services, infrastructure services, digital transformation services, 
and more.  

 
C. Company Size. Identify the number of employees working for your company. 

 
OFFEROR’S RESPONSE: 

NTT DATA State Health Consulting, LLC is a subsidiary of the NTT DATA Group Corporation, a top 
10 global IT services provider with operations in more than 50 countries. The NTT DATA Group has 
193,500 employees worldwide, including more than 10,000 in the United States, 500 of which are part 
of the NTT DATA State Health Consulting, LLC, team. 
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Work Hours: 8:00 a.m. – 5:00 p.m. MT 
 
Education 
• Bachelor of Science, IT, American Intercontinental University 
 
Certifications and Training 
• Certified PMP 
• Certified Lean Six Sigma Master Blackbelt 
• NTT DATA Bronze Level Diversity, Equity, and Inclusion Awareness 
 
Employment Experience 
Senior Director, NTT DATA 04/21 – Present 
As the leader of NTT DATA’s State Health Consulting practice, Patti: 
• Provides engagement, contract management and leadership guidance on projects across the United States for complex 

business and technology projects and strategic initiatives to maximize client goals and objectives. 
• Leads business optimization, organizational realignment, and service delivery model transformations. 
• Serves as the Contract Manager for the Idaho MMIS System Integration Strategy Services Project 
• Serves on the NCSEA Emerging Issues and Social Media subcommittees. 
• Served on the CMS sponsored MITA Governance Outcomes Based SS-A Working Group. 
 
Senior Manager, Ernst & Young, LLP 08/18 – 04/21 
• Provided engagement management and leadership to HHS project teams on a national level across multiple service 

offerings.  
• Led business development activities across multiple HHS programs, including Medicaid, Eligibility, MITA, Child Support, 

and Child Welfare. 
 
Vice President, Practice Director, CSG Government Solutions 04/10 – 07/18 
• Led the Program Modernization Practice and Services for Medicaid, MITA, Child Support, Unemployment Insurance, 

Motor Vehicle, and related national client engagements.  
• Provided executive leadership, contract management and subject matter expertise on 45+ engagements, assuring project 

management, QA, and IV&V methodologies were executed consistently across the organization. 
• Co-authored the federal CMS MITA Framework 3.0. 
• Served as a Technical Advisor on the American Association of Motor Vehicle Administrators System Modernization 

Workgroup. 
• Served as the National Medicaid EDI Healthcare MITA Workgroup Co-Chair. 
 
System Modernization Director, CNSI 07/08 – 04/10 
• Provided oversight and managerial direction to facilitate full and complete integration of the new MMIS for the State of 

South Dakota. 
• Overall responsibility for project quality, delivery, and contract management for 100+ personnel (functional and technical 

managers, team leads, and development staff), and client relationship management. 
 
MMIS Project Director, State of Idaho 10/04 – 06/08 
• Oversaw the procurement and implementation of MMIS comprised of five separate vendor contracts (Base MMIS, 

Electronic Document Management System, Pharmacy Benefits System, Decision Support System/Data Warehouse, and 
Independent QA).  

• Directed and managed five MMIS vendor contracts and staff, and the state project team consisting of 25+ staff. 
• Directed 70+ IT consultants and sub-contractors for statewide software releases. 
 

V. TECHNICAL RESPONSE. This section contains technical requirements pertaining to Information Security 
Services. Other sections of this RFP contain additional requirements that must be met to be considered 
responsive. Mandatory Evaluated (ME): (ME) requires a response which is evaluated by the evaluation team. 
Offerors who do not provide a response to a (ME) section may be found non responsive.  
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• March 2024 – Present: NTT DATA is engaged with the IDHW to develop the 
integration strategy for the MMIS replacement. Our team develops standards and 
processes for module vendors to comply with and institutes an Architecture 
Review Board and a Data Governance Board. Once the procurements are 
complete, our team provides technical oversight over all module vendors. Our 
team is also the liaison for Data Governance for the Self Reliance system which 
manages the SNAP, Temporary Assistance for Needy Families (TANF), Medicaid 
Eligibility, and Child Care Systems. 

• November 2024 - January 2025: The IDHW requested a review of their Medicaid eligibility system, processes, and 
policy documents. NTT DATA conducted a review to identify gaps and make improvements in policy, processes, and 
system application services to ensure eligibility determinations are accurate. IDHW contracted with NTT DATA to provide 
consulting services to the Division of Self Reliance to complete a limited review of their eligibility system, process, and 
policy to develop a report that addresses the requirements of the IDHW Director’s Bulletin 2024-11: Strengthening 
Medicaid Eligibility Integrity. NTT DATA conducted a system and business assessment in concert with a gap analysis of 
the current Idaho Benefit Eligibility System (IBES) to identify improvements based on best practices and policy 
requirements. NTT DATA also evaluated the functionality and compliance of IBES by executing test and process 
scenarios. 

 
Furthermore, we have multiple employees that live in Idaho and others who worked with or for the Idaho Department of 
Health and Welfare, such as Patti Garofalo – your contract manager, Lisa Alger, Monty Fleenor, Monica Coon, Janice Gillett, 
Randy Browning, Colleen May, Paul Combs, and Stan Panfilov. This enhances our knowledge and strengthens our 
commitment to Idaho’s modernization success.  
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disclosure responsibilities for data, which significantly impacts the development and implementation of data governance 
strategies. This examination ensures that all data handling practices align with legal and regulatory requirements, thereby 
minimizing the risk of non-compliance. NTT DATA’s engagements are highly customizable, allowing us to adapt our 
assessment services to the specific needs of the client. For example, law enforcement and supporting agencies require 
Criminal Justice Information Services (CJIS) compliance but a child protection agency may not require this level of 
compliance. Providing agency specific services ensures that our solutions are not only compliant but also tailored to optimize 
the client’s operational efficiency and strategic goals. We are committed to adhering to the specific policies and procedures of 
the Purchasing Entity. By aligning our assessments with agency-specific regulations and standards, we ensure that all 
recommendations and implementations support the state’s legal framework and organizational objectives. This alignment 
helps the Purchasing Entity maintain compliance with state laws while also enhancing their overall data security and privacy 
posture.  
 
NTT DATA performs in-depth analysis of threats and vulnerabilities in the Purchasing Entity’s current environment, 
including any proprietary systems. Our methodology encompasses both automated and manual assessments to identify 
potential security weaknesses. We employ advanced tools and techniques to reveal vulnerabilities that could jeopardize data 
integrity, confidentiality, or availability. Our approach includes using automated vulnerability scanners like Tenable Nessus 
and Nmap to identify potential security issues within networks and host systems. These tools allow us to create an inventory 
of systems, determine operating systems, and identify software and open ports. Additionally, we conduct manual testing 
guided by standards such as OWASP, NIST SP 800-115, and PTES, which allows us to focus on specific vulnerabilities that 
automated tools might miss. 
 
Our methodology also incorporates the use of specialized tools for web application testing, including Burp Suite and OWASP 
Zap, to perform dynamic application security testing (DAST) and assess APIs for security weaknesses. For cloud 
environments, we use tools like Prowler to conduct security assessments and audits across platforms such as AWS, Azure, 
and Google Cloud Platform, ensuring compliance and enhancing security posture. 
 
By combining these tools and techniques with manual validation and risk analysis, we ensure a detailed assessment that 
identifies and prioritizes vulnerabilities based on potential impact and likelihood of exploitation. This integrated approach not 
only highlights existing vulnerabilities but also provides actionable insights for mitigating risks effectively. 
 
Prioritizing threats and weaknesses are a key component of NTT DATA’s approach. By conducting a thorough risk analysis, 
we examine factors such as potential impact, likelihood of exploitation, and the sensitivity of the affected systems. This 
enables us to effectively prioritize vulnerabilities and ensure that the most critical threats are addressed promptly, providing 
maximum protection for the state’s data assets. 
 
NTT DATA conducts Privacy Impact Assessments (PIAs) using a structured methodology to identify, assess, and mitigate 
privacy risks associated with personal data handling. The process begins with planning and scoping to define the 
assessment’s objectives and scope. We then create data flow diagrams to visualize data handling and identify potential 
privacy risks. Our team conducts risk identification and analysis through interviews, document reviews, and technical 
assessments, evaluating risks based on their likelihood and impact. For each identified risk, we develop tailored mitigation 
strategies, including data protection measures and policy revisions. NTT DATA provides a comprehensive PIA report 
detailing findings and recommendations for improving privacy practices and ensuring regulatory compliance. We emphasize 
continuous monitoring and improvement to adapt to changes and maintain effective privacy controls. This approach helps 
organizations safeguard personal data and maintain stakeholder trust. 
 
NTT DATA also provides thorough reviews and recommendations for improving or creating information security policies. 
Our team collaborates closely with the Purchasing Entity to develop or enhance policies, processes, standards, and training 
plans. This ensures that the organization not only meets compliance requirements but also fosters a sustainable security 
culture. 
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• Post-exploitation: After gaining access, testers may try to escalate privileges, maintain access, or further explore the 
system to understand the potential impact of an attack. 

• Reporting: A detailed report is generated, outlining the vulnerabilities discovered, the techniques used to exploit them, and 
recommendations for remediation. The report provides actionable insights to help improve the security posture. 

• Retest (Remediation and Follow-up): Based on the report, organizations should address the identified vulnerabilities and 
implement recommended security measures. A follow-up test may be conducted to verify the effectiveness of these 
changes. 

 
NTT DATA’s penetration testing methodology incorporates the best practices and standards, including the Open Web 
Application Security Project (OWASP) Testing Guide, Penetration Testing Execution Standard (PTES), and the Technical 
Guide to Information Security Testing and Assessment (NIST SP 800-115), to deliver thorough penetration tests on network 
infrastructures and web interfaces that encompass: 
 

Static Application Security Testing (SAST): Our services have been developed to test software for security 
vulnerabilities by analyzing the source code, binaries, or bytecode before the program is run. This approach allows 
developers to identify and fix security issues early in the development lifecycle, typically during the coding phase, which can 
be more cost-effective than addressing vulnerabilities after deployment. Figure 30 provides a high-level view of the Static 
Application Security Testing Process 
 
Key features of SAST include: 
• Static Analysis: Unlike dynamic testing methods, SAST analyzes the code without executing it, focusing on the structure 

and syntax to identify potential security flaws. 
• Early Detection: By integrating SAST into the development process, developers can catch vulnerabilities as they write 

code, reducing the risk of security issues in production. 
• Wide Coverage: SAST can detect a broad range of security vulnerabilities, including SQL injection, cross-site scripting 

(XSS), buffer overflows, and insecure coding practices. 
• Integration with Development Tools: SAST tools can often be integrated with Integrated Development Environments 

(IDEs), build systems, and Continuous Integration/Continuous Deployment (CI/CD) pipelines, facilitating seamless 
security checks. 

• Automated and Repeatable: SAST tools automate the process of scanning code for vulnerabilities, making it easy to 
perform regular checks and maintain consistent security standards. 

• Compliance and Reporting: SAST tools typically provide detailed reports on detected vulnerabilities, assisting 
organizations in meeting compliance requirements and improving overall security posture. 

 

 
Figure 30: Static Application Security Testing Process 
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By using our SAST service, organizations can improve the security of their applications, reduce the cost and complexity of 
fixing vulnerability, and enhance their ability to comply with security standards and regulations. 
 

Software Composition Analysis (SCA): Our services have been developed to identify and manage open-source 
components within a software application. As modern software development frequently involves the use of open-source 
libraries and components, SCA tools help organizations ensure that these components are used securely and in compliance 
with licensing requirements.  
 
Key aspects of Software Composition Analysis include: 
• Identifying Components: SCA tools scan the software to detect all open-source components and third-party libraries that 

are being used. 
• Vulnerability Detection: The tools check the identified components against vulnerability databases to identify known 

security vulnerabilities that may affect the software. 
• License Compliance: SCA tools review the licenses of the open-source components to ensure compliance with the legal 

requirements and obligations associated with their use. 
• Version Management: The analysis helps in tracking the versions of components being used, which can be crucial for 

maintaining updates and patches. 
• Risk Assessment: SCA provides insights into potential risks associated with using certain components, helping 

organizations make informed decisions about their software supply chain. 
• Reporting and Alerts: SCA tools typically provide reports and alerts to inform developers and security teams about 

vulnerabilities, license issues, and other risks, enabling them to take corrective actions. 
 
By using our SCA service, organizations can reduce the risk associated with open-source components, maintain compliance 
with legal obligations, and improve the overall security posture of their software applications. Figure 31 provides a high-
level view of the Software Composition Analysis Process 

 
Figure 31: Software Composition Analysis Process 

 

Retesting of Vulnerability Scanning and Penetration Testing: Our services are designed to verify that 
vulnerabilities identified in previous scans have been effectively remediated by the parties responsible. This retesting step is 
essential to confirm that the original risks have been appropriately addressed and that security measures are functioning as 
intended. Our independent assessment provides several key benefits: it validates the effectiveness of remediation efforts, 
helps maintain compliance with security standards and regulations, and supports an ongoing improvement cycle in security 



Request for Proposals for 
CYBERSECURITY AND INFORMATION SECURITY SERVICES 

Issued by the State of Idaho 
Solicitation Number RFP#928 
_________________________________________________________________________________________________________________ 

 
Page 30 of 50  
Attachment 07, OFFEROR INFORMATION, ACKNOWLEDGEMENTS, AND CERTIFICATIONS 

practices. By ensuring no new issues have been introduced during the remediation process, we offer confidence in the overall 
security posture. Figure 32 provides a high-level view of the Vulnerability Assessment and Penetration Testing (VAPT) 
Process 
• Retesting of Vulnerability Scanning: Our service provides a thorough process to confirm that previously detected 

vulnerabilities have been effectively addressed and are no longer present. This ensures that patches, updates, or 
configuration changes have been correctly implemented. The process begins with a rescan, where another automated scan 
is conducted using the same tools and settings as the initial vulnerability scan. Next, a comparison is made between the 
retest results and the original scan results to verify that the previously identified vulnerabilities have been resolved. Finally, 
verification is performed to ensure that remediated vulnerabilities are not reappearing and to check for any new 
vulnerabilities that might have been introduced.  

• Retesting of Penetration Testing: Our service provides validation whether vulnerabilities exploited during the initial 
penetration test have been properly mitigated and that security controls are effective in preventing similar attacks. This 
process begins with a review of the remediation steps taken to address the vulnerabilities identified during the initial test. 
Following this, a re-exploitation attempt is made using the same techniques to ensure that the vulnerabilities can no longer 
be exploited. Additionally, expanded testing may be conducted to ensure that remediation efforts have not introduced new 
vulnerabilities or weakened other parts of the system. This overall approach ensures the robustness of security controls and 
the overall security posture. 

 
Retesting is an essential part of the vulnerability management lifecycle because it verifies the success of remediation efforts 
and helps maintain a strong security posture. Regular retesting also supports continuous improvement in security processes 
and helps organizations adapt to evolving threats. 
 

Business Impact Analysis: NTT DATA provides an extensive Business Impact Analysis (BIA) to help organizations 
safeguard their critical operations against unforeseen disruptions. Figure 33 shows the risks of skipping a Business Impact 
Analysis, underscoring its importance in avoiding financial, operational, and reputational harm. Leveraging our expertise in 
risk management and business continuity planning, NTT DATA conducts detailed assessments to identify essential business 
functions, evaluate potential impacts of interruptions, and establish recovery priorities. By analyzing dependencies along with 
the RTO (Recovery Time Objective) and RPO (Recovery Point Objective), NTT DATA provides tailored strategies to 
enhance organizational resilience by leveraging a comprehensive methodology that combines business continuity and disaster 
recovery (BC/DR) principles with advanced risk and gap analyses. NTT DATA’s approach involves creating a detailed 
business continuity plan (BCP) that addresses potential disruptions and outlines recovery strategies. This plan is continuously 
updated and validated through regular testing and exercises, ensuring that it remains effective and relevant. For example, 
NTT DATA has successfully developed and maintained BC/DR plans for over 50 clients, including major organizations like 
the Texas Department of Transportation and healthcare firms. Our BIA service not only aids in resource allocation and 
preparedness but also ensures compliance with regulatory standards, empowering businesses to maintain continuity and 
protect vital interests in the face of adversity. 
• Initiation and Planning: NTT DATA begins the BIA process by collaborating with key stakeholders to define the scope 

and objectives of the analysis. This involves understanding the organization’s business model, operational structure, and 
strategic goals. During this phase, we also establish a project plan and timeline, ensuring alignment with client’s 
expectations and priorities. 

Figure 32: Vulnerability Assessment and Penetration Testing (VAPT) Process 
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• Data Collection: Utilizing surveys, interviews, and workshops, NTT DATA gathers detailed information about business 
processes, functions, and resources. This step involves engaging with various departments to understand critical operations, 
dependencies, and the impact of potential disruptions. 

• Impact Assessment: NTT DATA analyzes the collected data to evaluate the potential impact of disruptions on business 
operations. This assessment includes quantifying financial losses, operational downtime, reputational damage, and 
compliance risks. We also identify the maximum acceptable downtime for each function. 

• Recovery Prioritization: Based on the impact assessment, NTT DATA helps the organization establish recovery 
priorities. This involves determining which business functions and processes should be restored first to minimize overall 
impact and ensure continuity. 

• Strategy Development: NTT DATA develops tailored strategies to enhance organizational resilience. These strategies 
include recommendations for resource allocation, technology investments, process improvements, and contingency 
planning to mitigate identified risks. 

•  Documentation and Reporting: The findings and recommendations are compiled into a comprehensive BIA report. This 
document provides a clear roadmap for implementing recovery strategies and serves as a reference for future business 
continuity planning efforts. 

• Review and Updates: NTT DATA emphasizes the importance of regular reviews and updates to the BIA. As business 
operations, technologies, and external conditions change, we work with organizations to ensure the BIA remains relevant 
and effective, facilitating ongoing resilience and preparedness. 

 

 
Figure 33: Business Impact Analysis 

 

Security Awareness Training Programs  
NTT DATA has been actively involved in providing security training within state agencies, aligning new security processes 
with the overarching goals and strategies of the agencies. Figure 34 explains the importance of Security Awareness Training, 
which is vital for reducing risk, gaining leadership support, and fostering a culture of security across the organization. By 
leveraging information gathered from stakeholder analysis, NTT DATA designs training content that directly meets the 
identified gaps and needs. Customized training programs are designed to educate employees about recognizing and 
responding to security threats. These programs can be tailored to address specific organizational needs, improving overall 
security posture by reducing the risk of human error. 
• Needs Assessment: NTT DATA begins by conducting a thorough assessment to understand the organization’s specific 

security challenges, risks, and goals. This involves engaging with key stakeholders to identify the types of security threats 
employees may encounter and determine the areas where training can have the most impact. 
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• Curriculum Development: Based on the assessment of needs, we will develop a customized training curriculum that 
addresses the unique security concerns of the organization. This curriculum is designed to be relevant, engaging and 
covering topics such as threat recognition, response protocols, and best practices for maintaining security. 

• Content Creation: NTT DATA creates training materials, including presentations, handouts, and interactive modules, 
tailored to the organization’s specific requirements. The content is designed to be accessible and understandable, ensuring 
employees at all levels can grasp the concepts and apply them in real-world situations. 

•  Interactive Learning: To reinforce learning and encourage active participation, NTT DATA incorporates interactive 
elements such as simulations, role-playing exercises, and quizzes. These activities help employees practice their skills in 
recognizing and responding to security threats effectively. 

• Evaluation and Feedback: After the training, NTT DATA gathers feedback from participants to evaluate the effectiveness 
of the program. This feedback is used to assess the impact of the training on employees’ ability to recognize and respond to 
security threats and to identify areas for improvement. 

• Follow-Up and Support: NTT DATA provides follow-up support to ensure employees continue to apply the knowledge 
and skills gained from the training. This may include refresher courses, updates on emerging threats, and ongoing access to 
resources for continued learning. 

 

 
Figure 34. Security Awareness Training 

 
 

Cybersecurity Maturity Assessments 
NTT DATA has a long history of conducting 
cybersecurity assessments that deliver actionable 
insights and recommendations to enhance security 
frameworks. Figure 35 illustrates the value of 
conducting an Information Security Maturity 
Assessment, which is essential for improving 
governance, increasing visibility, aligning with 
policies, and driving measurable returns on security 
investments. Our experience spans various sectors 
and aligns with industry best practices, including 
standards such as NIST, ISO, and OWASP. Through 
our engagements, NTT DATA has consistently 
demonstrated the ability to improve the maturity of 
organizations’ cybersecurity practices. NTT DATA 
conducted a complete MARS-E assessment, which 
included a thorough review of the application and 
security infrastructure posture. This assessment 
provided the Department of Children & Families Figure 35. Information Security Maturity Assessment 
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(DCF) with risk guidance and remediation strategies that significantly improved their security without imposing substantial 
resource constraints. NTT DATA conducts assessments to evaluate the maturity of the State cybersecurity practices. This 
service provides actionable insights and recommendations for improving security frameworks and aligning them with 
industry’s best practices. 
• Preparation and Planning: NTT DATA begins by understanding the organization’s objectives, scope of the assessment, 

and specific areas of concern. This involves initial meetings with key stakeholders to set expectations and tailor the 
assessment process to the organization’s needs. 

• Data Collection: NTT DATA collects relevant data on the organization’s cybersecurity policies, procedures, technologies, 
and practices. This may involve reviewing documentation, interviewing personnel, and analyzing existing security tools 
and systems. 

• Maturity Model Selection: Depending on the industry and specific requirements, NTT DATA selects an appropriate 
cybersecurity maturity model or framework (e.g., NIST Cybersecurity Framework, CIS Controls) to benchmark the 
organization’s practices. 

• Assessment Execution: Using the selected maturity model, NTT DATA evaluates the organization’s cybersecurity 
practices across various domains, such as governance, risk management, incident response, and technical controls. This 
involves identifying strengths, weaknesses, and gaps in the current security posture. 

• Analysis and Insight Generation: NTT DATA analyzes the assessment findings to provide insights into the 
organization’s cybersecurity maturity level. We identify areas where improvements are needed and highlight strengths that 
can be leveraged for future enhancements. 

• Recommendations Development: Based on the insights gained, NTT DATA develops actionable recommendations for 
improving the organization’s security framework. These recommendations are aligned with best practices and tailored to 
address specific gaps and vulnerabilities. 

• Reporting and Presentation: NTT DATA compiles the assessment findings and recommendations into an extensive and 
thorough report. This report is presented to stakeholders, providing a clear understanding of the current maturity level and 
outlining a roadmap for improvement. 

• Feedback and Iteration: NTT DATA seeks feedback from the organization on the assessment process and findings. This 
feedback is used to refine recommendations and ensure they are practical and aligned with the organization’s strategic 
goals.  

• Advisory Support and Follow-Up: NTT DATA offers ongoing advisory support to help the organization implement the 
recommended improvements. This may include follow-up assessments, guidance on specific initiatives, and updates on 
emerging cybersecurity trends and threats. 

 

Third-Party Risk Management 
NTT DATA will assess and manage risks associated with third-party vendors. Figure 36 outlines the core components of 
third-party risk management—identification, assessment, mitigation, and monitoring—which are vital for minimizing 
vendor-related risks and protecting organizational assets. This includes evaluating vendor security practices and ensuring 
compliance with contractual obligations related to data protection and privacy. 
• Vendor Identification and Classification: NTT DATA begins by identifying all third-party vendors that have access to 

the organization’s data or systems. Vendors are then classified based on the level of risk they pose, which might depend on 
factors such as the type of data they handle and their access to critical systems. 

• Risk Assessment: NTT DATA conducts a thorough risk assessment for each vendor. This includes evaluating the vendor’s 
security practices, policies, and procedures related to data protection and privacy. The assessment looks for potential 
vulnerabilities and assesses the likelihood and impact of various risks. 

• Due Diligence and Compliance Evaluation: NTT DATA performs due diligence to ensure that vendors comply with 
relevant regulatory requirements and contractual obligations. This includes reviewing certifications, audit reports, and 
compliance with standards. 
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• Security Questionnaire and Review: Vendors may be required to complete detailed security questionnaires that cover 
aspects such as data encryption, access controls, incident response 
plans, and business continuity measures. NTT DATA reviews the 
responses to identify any gaps or areas of concern. 

• On-site Visits and Audits: For high-risk vendors, NTT DATA may 
conduct on-site visits or audits to verify the implementation of security 
measures and ensure that the vendor adheres to agreed-upon practices. 
This provides a deeper understanding of the vendor’s security posture. 

• Contractual Safeguards: NTT DATA ensures that contracts with 
vendors include appropriate safeguards and clauses related to data 
protection and privacy. This might involve specifying security 
requirements, data handling protocols, breach notification procedures, 
and penalties for non-compliance.  

• Ongoing Monitoring and Management: Risk management is an 
ongoing process. NTT DATA sets up mechanisms for continuous 
monitoring of vendor performance and compliance. This can include 
regular security reviews, updates on risk assessments, and the 
establishment of clear communication channels for reporting and 
addressing security issues. 

• Risk Mitigation and Remediation: If any risks or issues are 
identified, NTT DATA works with the vendor to implement mitigation strategies and remediation plans. This may involve 
additional security measures, process improvements, or, in some cases, reevaluating the vendor relationship. 

• Reporting and Documentation: Throughout the process, NTT DATA maintains detailed documentation of assessments, 
findings, and actions taken. This documentation supports transparency, accountability, and provides a record for future 
reference or audits. 

 
B. Category 2 – Incident Response Services – Experience and Qualifications 

• (ME) Category 2 – Offeror’s Experience. Describe your company’s experience, 
demonstrating that your company has a minimum of five (5) years of experience providing 
services similar in scope and size to the Category 2 Incident Response Services required in 
Attachment 02 Scope of Work. Provide specific examples that illustrate the specific services 
furnished and the size, composition, etc. of the entities for whom you have provided services 
that you are using to demonstrate that your experience meets this minimum requirement.  

• (ME) Category 2 Contractor Staff – Experience and Qualifications. Describe in detail 
the experience and qualifications that you will require for your Contractor staff who will be 
performing Category 2 Incident Response Services, see Attachment 02, Section 3.9 for 
minimum qualifications. Include relevant certifications (such as, but not limited to, SANS 
Certified Incident Handler (GCIH), EC-Council Incident Handler (ECIH) and ENCASE 
certified) and any areas of specialization.  

• (ME) Category 2 Customer Service Representatives – Qualifications. All call center 
customer service representatives must have excellent customer service skills and be able to 
communicate clearly in English. Describe in detail the minimum qualifications and 
training for customer service representatives to be used in servicing the NASPO ValuePoint 
Master Agreement.  

• (ME) SLA’s. Describe your company’s SLA’s surrounding Category 2 Services. Include 
response times, responsibilities of both the Contractor and Participating Entity and any other 
relevant information surrounding the levels of service.  

• Value-Added Services. Describe any services related to Category 2 that were not included 
in the SOW that your company can offer. Prices for any Value-Added Services must be 
detailed in your response to Attachment 09.  

Figure 36. Third Party Risk Management 
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OFFEROR’S RESPONSE TO CATEGORY 2: 
Not Applicable. NTT DATA is offering a response to category 1 services exclusively, as indicated on page 1. 
 

C. Category 3 – Breach Coach Services – Experience and Qualifications 

• (ME) Category 3. Offeror’s Experience. Describe your company’s experience 
demonstrating that your company has a minimum of five (5) years of experience providing 
services similar in scope and size to the Category 3 Breach Coach Services required in 
Attachment 02, Scope of Work. Demonstrate Contractor’s well-rounded knowledge of the 
Breach life cycle from start to finish including, but not limited to the investigation process, 
regulatory requirements, and consumer and business notification rules and expectations. 
Provide specific examples that illustrate the specific services furnished and the size, 
composition, etc. of the entities for whom you have provided services that you are using to 
demonstrate that your experience meets this minimum requirement.  

• (ME) Category 3 Breach Coach – Experience and Qualifications. If a Triggering Event 
occurs, Participating Entities must be able to contact a Breach Coach, see Attachment 02, 
Section 4.3 for minimum qualifications who can assist in determining the steps that must be 
taken to activate services and respond appropriately. Describe in detail the experience and 
qualifications that you will require for your Breach Response Specialists who will be 
performing Category 3 Breach Coach Services. Include any relevant certifications and areas 
of specialization.  

• (ME) SLA’s. Describe your company’s SLA’s surrounding Category 3 Services. Include 
response times, responsibilities of both the Contractor and Participating Entity and any other 
relevant information surrounding the levels of service.  

• Value-Added Services. Describe any services related to Category 3 that were not included 
in the SOW that your company can offer. Prices for any Value-Added Services must be 
detailed in your response to Attachment 09. 

OFFEROR’S RESPONSE TO CATEGORY 3: 
Not Applicable. NTT DATA is offering a response to category 1 services exclusively, as indicated on page 1. 

 
D. Category 4 – Notification and Credit Monitoring Services – Experience and Qualifications 

• (ME) Category 4 – Offeror’s Experience. Describe your company’s experience 
demonstrating that your company has a minimum of five (5) years of experience providing 
services similar in scope and size to the Category 4 Notification and Credit Monitoring 
Services required in section Attachment 02, Scope of Work. Provide specific examples that 
illustrate the specific services furnished and the size, composition, etc. of the entities for 
whom you have provided services that you are using to demonstrate that your experience 
meets this minimum requirement.  

• (ME) Category 4 Identity Restoration Personnel – Experience and Qualifications. All 
identity restoration personnel must be highly trained, have excellent customer service skills, 
and be able to communicate clearly in English. Describe in detail the minimum 
experience, qualifications and training you will require for identity restoration 
representatives servicing the NASPO ValuePoint Master Agreement.  

• (ME) Category 4 Call Center Customer Service Representatives – Qualifications. All call 
center customer service representatives must have excellent customer service skills and be 
able to communicate clearly in English. Describe in detail the minimum qualifications and 
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training for call center customer service representatives to be used in servicing the NASPO 
ValuePoint Master Agreement.  

• (ME) SLA’s. Describe your company’s SLA’s surrounding Category 4 Services. Include 
response times, responsibilities of both the Contractor and Participating Entity and any other 
relevant information surrounding the levels of service.  

• Value-Added Services. Describe any services related to Category 4, including Identity Theft 
Insurance, that were not included in the SOW that your company can offer. Prices for any 
Value-Added Services must be detailed in your response to Attachment 09. 

OFFEROR’S RESPONSE TO CATEGORY 4: 
Not Applicable. NTT DATA is offering a response to category 1 services exclusively, as indicated on page 1. 

 
E. (M) Subcontractors.  
 
Offerors must identify whether or not they intend to provide all services directly or through the use of 
subcontractors. If you do intend to use subcontractors, describe the extent to which you intend to use 
subcontractors to perform contract requirements, and clearly delineate the specific Category(ies). 
Offerors must describe the experience and expertise of their proposed Subcontractor(s) and how they 
meet the minimum requirements of the Category(ies).  
 
Subcontractors are only permitted with written approval from the Lead State or Participating Entity 
and must meet or exceed all minimum requirements in this RFP. Approval by the Lead State of the 
Contractor’s request to subcontract or acceptance of or payment for subcontracted work by a 
Participating Entity shall not in any way relieve the Contractor of any responsibility under the Master 
Agreement and Participating Entity’s Participating Addendum. The Contractor shall be and remain 
liable for all damages to a Participating Entity caused by negligent performance or non-performance 
of work under the Master Agreement and Participating Entity’s Participating Addendum by the 
Contractor’s subcontractor.  
 
Subcontractor(s) must maintain the same types and levels of insurance as that required of the 
Contractor under the Master Agreement; unless the Contractor provides proof to the Lead State’s 
satisfaction that the subcontractor(s) are fully covered under the Contractor’s insurance, or, except as 
otherwise authorized by the Lead State. 

 
OFFEROR’S SUBCONTRACTORS: 
NTT DATA is committed to delivering high quality services directly through our own experienced and highly qualified team. 
We will not be utilizing subcontractors, ensuring that all work is performed by NTT DATA employees. This approach allows 
us to maintain complete control over the quality, consistency, and security of the services provided, ensuring that our clients 
receive the full benefit of our expertise and resources. 
 

F. (ME) Offeror’s Experience with Statewide or Large Consortium Contracts.  

• Describe in detail your company’s experience with statewide or large consortium contracts 
similar to the services sought in Attachment 02, Scope of Work. Provide the approximate 
dollar value of the business’ three (3) largest contracts in the last five (5) years, under which 
the business provided services identical or very similar to those required by this RFP. 

• Describe how you intend to market your Master Agreement and encourage participation 
among potential Participating Entities, including state governments. 
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Figure 38: Example NASPO Procurement and IT Research Draft Portal 

 
Key features of the website will include: 
• Customized Price Lists. The website will offer customized price lists tailored to each Participating Entity. These lists will 

reflect the specific terms and pricing agreed upon in the Participating Addenda, ensuring that each entity has access to 
accurate and relevant pricing information. 

• Staff Contact Information. The website will include detailed contact information for key staff members involved in the 
Master Agreement. This will facilitate direct communication between Participating Entities and NTT DATA personnel, 
ensuring that entities can quickly and easily reach out for support or inquiries. 











Request for Proposals for 
CYBERSECURITY AND INFORMATION SECURITY SERVICES 

Issued by the State of Idaho 
Solicitation Number RFP#928 
_________________________________________________________________________________________________________________ 

 
Page 46 of 50  
Attachment 07, OFFEROR INFORMATION, ACKNOWLEDGEMENTS, AND CERTIFICATIONS 

 
NTT DATA assesses customer satisfaction through regular client surveys and the Net 
Promoter Score (NPS) metric. These tools help us gauge client satisfaction levels and 
identify areas for improvement. We conduct annual surveys to collect detailed feedback on 
our services, which inform us of our strategies for service enhancement. Our commitment to 
maintaining high levels of customer satisfaction is reflected in our consistent achievement of 
high NPS ratings, indicating strong client trust and the likelihood of recommending our 
services to others. 
 
To further ensure customer satisfaction, our contract manager, Patti Garofalo, evaluates 
customer satisfaction of the services provided. This involves assessing whether deliverables 
meet the client’s expectations and identifying any areas for improvement. By conducting 
regular contract manager meetings with a focus on customer satisfaction, we ensure that the 
team is responsive to client needs, maintain high service standards, and build strong, lasting 
partnerships with the Participating and Purchasing Entities. 
 
Through these measures, NTT DATA ensures that our customer service remains responsive, 
effective, and aligns with client needs, fostering long-term relationships and successful 
project outcomes. 
 
 

H. (ME) Offeror must describe how they meet AICPA SOC 2 compliant covering all 5 functional 
areas (Security, Availability, Processing Integrity, Confidentiality, and Privacy), or a third-party 
assessment based on current revision of NIST 800-53 Moderate controls conducted with in the 
last two years, or FedRAMP authorization, or GovRAMP authorization, or equivalent. Offerors 
must provide documentation of their security practices. Offerors who fail to adequately 
demonstrate their security standards may be deemed non-responsive.  

 
OFFEROR’S AICPA SOC 2 COMPLIANCE: 
NTT DATA possesses equivalent compliance with the ISO/IEC 27001:2013, standard for information security management 
systems. This complies with a wide array of standards, including the applicable laws and regulations in our operating regions, 
the SOC 1 and SOC 2 auditing framework, and specific domain standards, such as those from the Health Information Trust 
Alliance (HITRUST) and HIPAA. 
 
NTT DATA provides information technology managed infrastructure services from its Technology Centers located in Plano, 
Texas, Florence, Kentucky and Quincy, Washington. NTT DATA is committed to protecting client information. The 
company’s Information Security Management System (ISMS) is applicable to the IT environment, data systems, tools and 
networks necessary to support NTT DATA Services information technology managed infrastructure services.  
 
NTT DATA is a quality-driven organization that has earned the following quality certification: 
• ISO/IEC 27001:2013 is current and the certification number is 0000380406-MSC-UKAS-IND. 

 
I. Describe what, if any, artificial intelligence technologies you will be using in your performance of a 

Master Agreement resulting from this RFP and how and for what purposes such technologies 
would be used. Describe any safeguards, protocols, and/or interpretive reviews that have been or 
will be applied to the use of AI solutions. 

 
OFFEROR’S USE OF AI TECHNOLOGIES FOR PROPOSED WORK:  
As part of our penetration testing methodology, and when the engagement explicitly permits its use, we utilize Burp Suite's 
integrated AI Assistant which is powered by the Claude large language model (LLM). This AI capability assists with 
request/response interpretation, pattern recognition, and payload generation, thereby accelerating testing overall. 
  

 

Figure 39. Excellent 
Service 
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This AI Assistant provides several key advantages: 
• Enhanced HTTP Traffic Analysis: Rapid identification of potential vulnerabilities in complex API responses and web 

traffic 
• Contextual Payload Generation: Creation of tailored test vectors specific to the target application's technology stack 
• Automated Pattern Recognition: Detection of security anomalies that might be overlooked in manual review 
• Natural Language Query Interface: Allows security analysts to interact with technical data through conversational 

queries 
• Efficiency Optimization: Reduces time spent on repetitive tasks while maintaining testing rigor 
 
Safeguards, Data Privacy and Security Assurances 
When used, the AI operates in a secure and privacy-preserving manner. No customer data is stored or used to train any 
model. All data is processed transiently and purged after the request is completed. The Claude model does not retain or learn 
from the input provided. 
 
Our privacy safeguards include: 
• Zero Data Retention: Complete purging of all session data upon completion 
• Isolated Processing Environment: Segregation of AI processing from persistent storage systems 
• Transparent Operation: Clear documentation of when and how AI assistance is employed 
• Compliance Verification: Regular audits to ensure adherence to data handling policies 
 
Protocols, Governance, Reviews and Limitations 
The use of AI tooling is always governed by the rules of engagement and subject to client approval. Our governance 
framework ensures: 
• Explicit Client Authorization: AI-assisted testing only proceeds with documented client consent 
• Complementary Approach: AI tools supplement rather than replace skilled human analysis 
• Appropriate Application: AI assistance is only utilized where it provides meaningful value 
• Documentation of Usage: Clear recording of when AI was employed during the assessment 
• Verification of Results: All AI-generated findings undergo intensive reviews and verification before inclusion in reports 
 
Commitment to Excellence 
Our integration of AI capabilities represents our commitment to leveraging cutting-edge technology while maintaining the 
highest standards of security, privacy, and professional integrity. We believe that the thoughtful application of AI-assisted 
tools, when appropriate and authorized, allows us to deliver more effective security assessments without compromising the 
quality and reliability our clients expect. Our skills, experience, and knowledge form the foundation of our penetration testing 
methodology remains central to our approach, with AI serving as a powerful multiplier that enhances, rather than replaces, 
the critical thinking and creative problem-solving that effective security testing demands. 

 
VII. ACKNOWLEDGEMENTS AND CERTIFICATIONS 

By signing below and submitting a response to this RFP, Offeror acknowledges and certifies the 
following: 

A. Debarment. (Check one of the below.) 

☒ Neither Offeror nor its principals are presently debarred, suspended, proposed for 
debarment, declared ineligible, or voluntarily excluded from participation in public 
procurement or contracting by any governmental department or agency. 

☐ Offeror cannot certify the statement above, and Offeror will affix a written explanation to this 
attachment for review by the Lead State. If after reviewing Offeror’s written explanation the 
Lead State determines it is not in the best interest of the Lead State, Participating Entities, or 
Purchasing Entities to award Offeror a Master Agreement, the Lead State may reject 
Offeror’s proposal. 
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B. Non-collusion. 
1. This proposal has been developed independently by Offeror and has been submitted 

without collusion and without any agreement, understanding, or planned common course 
of action with any other Offeror or supplier of Deliverables in a manner designed to limit 
fair and open competition. 

2. The contents of this proposal have not been communicated by Offeror or its employees 
or agents to any person not an employee or agent of Offeror and will not be 
communicated to any such persons prior to the RFP Close Date. 

C. Data Disclosure to Foreign Governments and Prohibited Technology. (Check one of the 
below.) 

☒ Offeror is not an entity subject to laws, rules, or policies potentially requiring disclosure of, or 
provision of access to, customer data to foreign governments or entities controlled by foreign 
governments, and Offeror’s offerings do not contain, include, or utilize components or 
services supplied by any entity subject to the same. Offeror’s offerings also do not contain, 
include, or utilize covered technology prohibited under Section 889 of the National Defense 
Authorization Act, as amended. 

☐ Offeror cannot certify all statements above, and Offeror will affix a written explanation to this 
attachment for review by the Lead State. If after reviewing Offeror’s written explanation the 
Lead State determines it is not in the best interest of the Lead State, Participating Entities, or 
Purchasing Entities to award Offeror a Master Agreement, the Lead State may reject 
Offeror’s proposal. 

D. Conflicts of Interest. (Check one of the below.) 

☒ Offeror represents that none of its officers or employees are officers or employees of the 
Lead State and that none of its officers or employees have a conflict of interest as defined by 
the laws, rules, or policies of the Lead State. 

☐ Offeror cannot certify the statement above, and Offeror will affix a written explanation to this 
attachment for review by the Lead State. If after reviewing Offeror’s written explanation the 
Lead State determines it is not in the best interest of the Lead State, Participating Entities, or 
Purchasing Entities to award Offeror a Master Agreement, the Lead State may reject 
Offeror’s proposal. 

E. Required Insurance. Offeror agrees to acquire insurance from an insurance carrier or carriers 
licensed to conduct business in each Participating Entity’s state at the levels prescribed in 
Attachment 04, Sample Master Agreement. Offeror understands that this requirement is 
mandatory and will not be negotiated by the Lead State. 
 

F. NASPO ValuePoint Administrative Fee. Offeror agrees to pay a 0.25% administrative fee and 
submit summary and detailed sales reports to NASPO ValuePoint in accordance with Attachment 
04, Sample Master Agreement. All costs proposed by Offeror must be inclusive of the NASPO 
ValuePoint administrative fee. Offeror understands that the requirements in this section are 
mandatory and will not be negotiated by the Lead State. 

 
G. Marketing Plan. If awarded a Master Agreement resulting from this RFP, within 30 days of 

execution of the Master Agreement, Offeror will meet with NASPO ValuePoint marketing 
personnel to review and track progress on the marketing plan described by Offeror. 
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H. Confidential, Proprietary, or Protected Information. As set forth in Attachment 01, RFP Terms 

and Conditions, if Offeror is claiming any portion of its proposal as confidential, proprietary, or 
protected, Offeror must complete the required sections of Attachment 11, Claim of Trade Secrets 
and Non-Public Information, and submit with Offeror’s proposal a redacted copy of Offeror’s 
proposal, which must be clearly marked as such. Offeror may not mark pricing or Offeror’s entire 
proposal as confidential, proprietary, or protected. Submission of a Claim of Trade Secrets and 
Non-Public Information does not guarantee that information claimed by Offeror as confidential, 
proprietary, or protected will not be subject to disclosure in accordance with applicable public 
information laws, rules, and policies. If Offeror fails to submit a redacted copy of Offeror’s 
proposal, or fails to claim information as confidential, proprietary, or protected in compliance with 
this RFP, Offeror releases the Lead State, NASPO, NASPO members, and entities represented 
on the Multistate Sourcing Team from any obligation to keep the information confidential and 
waives all claims of liability arising from disclosure of the information. 
 

I. Cancellation and Transfer. Offeror understands and agrees that the Lead State may, as set 
forth in Attachment 01, RFP Terms and Conditions, cancel this RFP or transfer this RFP to a new 
Lead State if the Lead State determines that such transfer is in the best interest of the Lead State 
and potential Participating Entities and Purchasing Entities. 

 
J. Conditional Awards. Offeror understands that awards and execution of a Master Agreement are 

conditional as set forth in Attachment 01, RFP Terms and Conditions, and Offeror agrees to hold 
the Lead State and NASPO harmless and release the Lead State and NASPO from any liability 
for damages arising from non-award or non-execution of a contract. 

 
K. Understanding of the RFP. Offeror has read the RFP in its entirety and understands and agrees 

to comply with all requirements set forth therein. Any conflicts in the materials composing the 
RFP and any issues relating to the content of the RFP, including instructions, requirements, or 
specifications Offeror believes to be ambiguous, unduly restrictive, erroneous, anticompetitive, or 
unlawful, have been brought to the attention of the Lead State using the process described in the 
RFP for asking questions or, if applicable, by filing a protest. In accordance with Attachment 01, 
RFP Terms and Conditions, Offeror acknowledges and understands that any protest, claim, 
dispute, or action based upon a conflict or issue described herein must be filed no later than the 
RFP Close Date, and Offeror waives the right to file any protest, claim, dispute, or action based 
upon a conflict or issue described herein if not filed by the RFP Close Date. 

 
L. IPRO Cost Submission. When submitting your response through IPRO, you must enter your 

Cost in IPRO as “$0.01”. If you do not enter a price in the “Per Unit Estimate” IPRO/LUMA will 
enter your response as a NO BID. You must also enter your proposed costs for services as 
instructed in Attachment 9 - Cost Proposal. 






